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Anti-Fraud Rules for Finance
Companies

Introduction: General Provisions

Saudi Arabian Monetary Authority
(SAMA) has issued these Rules based
on the powers vested therein under
Finance Companies Control Law issued
by Royal Decree No. (M/51) dated
13/8/1433H and its Implementing
Regulation issued by SAMA’s Governor

decision No. (2/MFC) dated
14/4/1434H.

The objective of these Rules is to
introduce general principles and

minimum standards that shall be met
by Finance Companies to detect and
prevent Fraud.

A Finance Company shall make these
Rules part of its internal regulations
and procedures. The Rules shall also be
applied in conjunction with the
provisions and articles of Finance
Companies Control Law and its
Implementing Regulation. Non-
compliance with the requirements set
forth herein shall be deemed a
violation of Finance Companies Control
Law and its Implementing Regulation
and may subject the Finance Company
to regulatory penalties.
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Chapter I: Definitions

The following terms and phrases,
wherever mentioned herein, shall have
the meanings assigned thereto

unless the context requires
otherwise:
Rules: Anti-Fraud Rules for Finance
Companies.
SAMA: Saudi Arabian Monetary
Authority.

Fraud: An act or omission intended to
gain, directly or indirectly, an
advantage, that would not be gained
otherwise, for the party committing
the fraud or for other parties. This
includes, but is not limited to, the
following:

a. use of documents containing

incorrect information;

deliberate
information

b. non-disclosure or
concealment of
required by law;

c. abuse of authority, a position of
trust, or a fiduciary relationship;
and

d. asset misappropriation.

Finance Company: A joint-stock
company licensed by SAMA to engage
in finance activities.

Chapter II: Strategy and
Organizational Structure

The Finance Company shall develop an
anti-fraud strategy aligned with its risk
profile and business. The strategy shall
be approved by the Finance Company’s
board of directors and updated
regularly to ensure its alignment with
corporate  ever-evolving  business
environment.
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The Finance Company shall design a
structure for fraud control. The
structure shall be commensurate with
the size and nature of the Company’s
business so as to facilitate control and
implementation of anti-fraud policies
by the Company’s management and
ease communication between
departments in case of suspicion or
detection of fraud.

Chapter lll: Policies and Procedures

The Finance Company shall put in place
policies and procedures to implement
anti-fraud and risk management
strategies.  Such policies  and
procedures shall be updated regularly
and tested in terms of effectiveness to
keep abreast of developments in fraud.
A copy of such policies and procedures
shall also be provided to SAMA.
Policies shall be based on an analysis of
fraud risks to which a Finance Company
is exposed.

Policies and procedures shall include,
at a minimum, the following:

a. the role of employees in the
implementation of anti-fraud
strategy, and identification of
individuals responsible for its
implementation;

b. standards for the detection and
prevention of fraud;

c. a mechanism clarifying the
procedures and communication
methods for internal reporting
of suspicious or actual cases of
fraud, identifying the party
responsible for investigating
fraud cases inside the Company,
and designating the available
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14-

external reporting channels and

the protection offered to
whistleblowers;
d. a policy on retention of

documents containing details of
suspicious and actual cases of
fraud; and
e. a mechanism for training the
Company’s employees on a
regular basis to raise awareness
of fraud risks and prevention
methods.
The Finance Company shall develop a
mechanism to ensure the soundness of
financed asset’s valuation carried out
by the accredited valuer.
The Finance Company shall establish a
mechanism to ensure the
implementation of its credit policy on
financing contracts.

Training

The Finance Company shall ensure that
its board of directors and employees
understand anti-fraud policies through
training programs in fraud control. The
training materials shall be updated
regularly to keep abreast of
developments in fraud.

The scope of training shall vary
depending on the role and
responsibilities of individuals, and shall
cover the responsibility of employees
when suspecting fraudulent acts and
the steps of escalating fraud incidents
within the Company or to competent
authorities.

The Finance Company shall provide
training programs dedicated to new
employees, especially those dealing
directly with the public.
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Reporting

The Finance Company shall develop a
policy describing the steps of
escalating a fraud incident within the
Company or to external competent
authorities, and  providing  for
confidentiality of the report and
protection offered to whistleblowers.

Documentation and Record Retention

The Finance Company shall document
the actions taken in fraud incidents,
inside and outside the Company, and
shall maintain, for 10 years, records
containing detailed information of
suspicious and actual cases of fraud.

Exchange of Information

The Finance Company shall, using the
form attached hereto, inform SAMA of
any fraud incidents within 10 business
days from closing the investigation.

Without prejudice to any other
regulations or instructions on the
confidentiality of consumer

information and transactions, Finance
Companies may enhance cooperation
mechanisms among them to exchange
information on fraud incidents.
SAMA’s  non-objection shall be
required for any agreed cooperation
mechanism.

Chapter IV: Anti-Fraud Standards
Fraud Detection

The Finance Company shall develop
indicators of fraud and update them
regularly to ensure their effectiveness
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and suitability to detect fraud at an
early stage. The General Indicators set
forth in Chapter VI may, without
limitation, be used in detecting internal
fraud committed by individuals inside
the Company and external fraud
committed by external parties.

Fraud Prevention

The Finance Company shall apply KYC
and CDD measures to consumers.

The Finance Company shall draft
finance contracts based on fraud
reports issued by the audit committee
and in a way that would minimize, to
the extent possible, fraud occurrences.
When developing a new product, the
Finance Company shall assess its
associated fraud risks.

The Finance Company shall notify
consumers and any third party of the
consequences of providing the
Company with misleading information.
The Finance Company shall, prior to
hiring permanent or temporary
personnel or contracting with external
service providers, perform due
diligence and check applicant
information to ensure the integrity and
proper ethics of potential recruits.
Standards of scrutiny shall be
increased for positions most likely to
encounter or commit fraud.

The Finance Company shall develop
and apply information security rules to
prevent access to and tighten control
over its information, and shall also
review user accounts regularly.
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The Finance Company shall develop job
descriptions for positions across the
Company and detail responsibilities of
management and employees.
Functions that might be susceptible to
conflict of interest shall be separated.
Job rotations and vacations for
employees in sensitive positions shall
be mandatory.

Chapter V: Roles and Responsibilities

Board of Directors of Finance
Company: The Company’s board of
directors is responsible for the control
of fraud. The board’s activities shall
include, at a minimum, the following:
a. approving anti-fraud strategy
and policies.

b. ensuring the provision of
resources necessary for the
implementation of the strategy

and policies.
Employees of Finance Company: The
Finance Company’s employees,

whether permanent or contractors,
shall be responsible for monitoring
fraud in their work and shall report any
suspicious cases of fraud immediately.
Internal Audit Department: The
Internal Audit Department shall be
responsible for the following:

a. tracking fraud incidents during
the performance of its work,
collecting necessary evidence in
case of a suspicion, and
investigating suspicious
transactions; and

b. conducting regular assessment
to verify the effectiveness of
and compliance with anti-fraud
policies and procedures and
ensure appropriate and timely
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dealing with suspicious cases of
fraud. proper documentation of

actions taken. and inclusion of

said information in the audit
department’s report prescribed
in the Implementing Regulation
of the Finance Companies
Control Law.

External Auditor: The external auditor
shall be responsible for verifying the
Company’s compliance with anti-fraud
policies.
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Chapter VI: General Indicators of Fraud
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Internal Fraud

Governance&
Organizational
Structure

An individual or a
group of individuals
monopolizes running
operations or taking
financial decisions.
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Company’s strategy
is inconsistent and
changes rapidly.

A 48,801 Ayl il
] dany g alS

Company’s
organizational
structure is complex.

Managers, members
of staff, external
businesses, and
contractors have
conflict of interest.

Board of directors or
management
displays dominant
management style,
discouraging critical
or opposing views
from employees.

ool Sl

o dlall oylas
G0 slacly (ol
N30T el
ceiBlazlly dm Ll
o1 BISY) udzma la)
Lylal Lglal  3ylay!
gh Lo Do
syl duzss e Onalosll
Aallies of 2uslan!

2eSyll
Sl
gl

Operational
Management

Training provided for
employees is weak.

Ayl el Caas

Activities of the
Finance  Company
are inconsistent with
its declared policies.
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Staff turnover at the
department level is
high, especially in
finance or
accounting
departments.
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Tasks and
transactions are
complex and require
special skills to be
understood.
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Original documents
are lost and replaced
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Internal Audit Internal control | a,(5,01 s ars PP NY
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Information from
prior  audits is
insufficient.
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Results of internal
audits are weak or
missing.
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Board of directors or
managers place
undue pressure on
auditors.
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Board of directors or

managers display
aggressive attitude
toward the

Company’s financial
reporting.
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Employees’
Conduct

Unjustified wealth of
employees and
sudden change in
their lifestyle.
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Employees
frequently work
outside official
working hours.
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Employees do not go
on leaves.

cabsgll gliaiul aue

FEINI

New employees
resign quickly.
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Information
Technology

Information and
asset security
system is weak.
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External Fraud

Finance
Procedures

Consumer age and
qualifications are not
compatible with the
number of his/her
work years.
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Employer’s address
provided is a postal
box only.
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personal phone
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Attempt by
consumer to pay all
financial obligations
in cash other than
usual means,
especially in early
repayment.
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Installments are paid
by another
individual or party
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Information
provided by the
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Valuation

V;Iuer is not or:je ch| oo o @iall oeS
the accredite
M paaiall cnagall
valuers by the S o
Finance Company. gl 45,4
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with the region o g -
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the financed asset Jpell - o
and the local market | & ele 4 s
value. A=l Ggudl
Valuation is basfed e peanll  Cades
on!y on making Sl Sl
adjustments to the )
financed asset. Jodl e Dby
J}Ql‘
Valuationisbasedon ¢ eeeddl sl

data of more than 9
months in a rapidly
changing market.

Valuation of the
financed asset s
based on
comparison with
previous valuations
carried out by the
same valuer.
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Mismatch between
the pictures of the
financed asset and
the description
provided in the
valuation report.
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Valuation fee s
based on a specified
percentage of the
estimated value of
the financed asset.
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- There are indications

that the financed
asset has been sold
more than once
during a short period
of time, indicating
that its value does
not reflect the actual
value of the asset in
the market.
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Job
Information

The employment
letter is not printed
on employer’s
letterhead.
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employment letter is
old.
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The signature on the
employment letter is
not accompanied by
the name or position
of the signee.
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Chapter VII: Effective Date Ol geasls saalaadl Jiadll

These Rules shall enter into force after (s, cuiledy dis oire way aclsall si: Lo
180 days from the day of their . A
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Form For Reporting Fraud to SAMA
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Fraud Incident Reporting Form Jlas) adee e Abls| yuyas

b. a. Company Information S, all e cloglas
Name sl
s,
Line of Llas
Business s,
Headquarters City Al all
@iyl
Name of City Lyl eadl ol
Branch (if (42 O))
any)
Telephone asl ! o3,
No.
E-mail dadf
oA
C. Information on Fraud Incident Jled Adae e ailaglas .o
Date of Llaall je)ls
Incident
Total in words SAR ) 4Lk Al s
Amount (if | i, SAR s Les, (=g o)
any) numbers
Fraud Lo Ciymg
Incident Sl
Description
Actions Slelyayl
Taken szl
Subsequent AR
Actions 23

d. Information on Alleged Fraudster
Name(s)

ID/ Igama
No.

Nationality
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e. Attached Documents EREJUUREANTE 9 § R
Report Aazy pld e ool
Writer syall
Signature Date oyl 28l
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P.O. Box 2992 Riyadh 11169,
Kingdom of Saudi Arabia
Tel: +966114633000
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